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Increasing numbers of online users are experiencing cyberbullying 
on social networking sites either as a victim or observer,2,6,7 with 
reports suggesting that 62-78% of users are witnesses to online 
bullying.8 Broadly defined as the intentional act of aggression, 
harassment or defaming of others carried out through electronic 
mediums,9−11 electronic forms of bullying offer perpetrators anonymity 
and 24/7 access to victims. Although the adverse short- and long-term 
psychological effects of online victimization are well documented,7,12 
the impacts on witnesses are less well known.

With cyberbullying largely conceptualized as a group 
phenomenon,13 there has been increased focus on the role of 
bystanders and the psychological and cognitive factors informing 
witness response.13−15 In this short paper, two potential avenues for 
empirical research aimed at investigating the behavioral and cognitive 
effects of witness exposure to cyberbullying content are presented 
along with supporting theoretical frameworks. This is done with 
a view towards promoting research in the identification of factors 
distinguishing bystanders acting to reinforce the online aggressor 
from those that engage in combative actions. The empirical study of 
witness responses to cyberbullying acts and associated predictors is 
important in the sense that it may help to identify individuals most 
at risk of hostile thoughts and behavior post exposure. In turn, an 
increased understanding of individual differences in witness response 
may help with efforts to combat bullying behavior via awareness 
raising initiatives.16 

Social networking sites: Identification of bystanders 
to cyberbullying acts and the factors influencing 
behavioral response 

Factors such as age, gender, personal experiences, self-esteem, 
reactive aggressive tendency, cognitive and affective empathy, and 
the number of people involved in a cyberbullying act are all factors 
that have been found to predict involvement in cyberbullying acts 
as well as victim response.17−21 It is plausible that these may also 
influence witness response. Passivity among members of groups 
targeting an individual online,19,21 for example, has been shown to 
relate to the number of people behind or involved in a cyberbullying 

act; with bystander effects typically restricted to cyberbullying groups 
of larger size.22,23 The respective influences of person and situation 
factors on online witness response may be important to document in 
order to characterize those persons most likely to combat versus fuel 
further cyberbullying acts. To date, few studies have examined the 
effects of context, personality traits/experiences on witness response 
or the psychological and cognitive repercussions of witnessing 
cyberbullying incidents online.

Cyberbullying groups: key research initiatives

Cyberbullying groups can be defined as those targeting an 
individual either directly or indirectly through a public or semi-
public audience via digital media either directly or indirectly. 
Conceptualizing member roles (e.g., perpetrators vs. victim defenders 
vs. passive assistants) should be the first port of call when seeking 
to identify the number of members likely to respond in a passive or 
pathetic manner.16 Bullying predominates at a number of levels on 
social network sites, with cyberbullying groups where members post 
and comment on their victims highlighted as a serious issue.13 Given 
the plethora of ways that bullying can occur online, it is a serious 
issue. Moreover, this effect is magnified as these groups are often 
open access, allowing the content to be viewed by any member of 
the social networking site. Also, dependent on privacy settings, 
individuals can also be added involuntarily by other members to these 
groups. Therefore the potential to be exposed to cyberbullying acts as 
a group member or incidental bystander is high.

Thus, for any intervention and awareness raising initiatives to be 
effective, investigation must first seek to identify systematically the 
proportions of group members engaging in or observing antagonist 
behaviors online in order to document the extent of apathy that typically 
exists in this online community. One of the few, if only, studies to 
attempt this in any empirical sense used latent-class modelling to 
profile member roles based on self-reported behavioral intentions 
in cyberbullying situations for a sample of adolescents (N=897; 
11-to 17-years-old).16 Five classes of membership were extracted: 
Communicating outsiders (i.e., low probability of endorsing any 
involvement type in cyberbullying; class 1; 28.4%, n=241), aggressive 
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Introduction 
One of the key accelerates of bullying is deindividuation or the 

psychological state of decreased self-evaluation.1 Determining if the 
factors known to influence witness responses to acts of bullying in 
“real-world” situations extend to incidents in virtual environments 
is important given that cyberbullying as a public health issue 
is growing.2 Social media websites are characterized by user-
generated content and a collective communication style3 and online 
communities such as these are likely to provide a heightened sense of 
deindividuation due to visual anonymity and social identification (i.e., 
identifying with a salient social group).4 Disinhibition effects relating 
to the absence of nonverbal cues and social feedback have also been 
found to desensitize individuals involved in cyberbullying, either as 
perpetrators or witnesses, and may serve to foster further aggressive 
or reinforcing behaviors.5 
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defenders (i.e., high probability of confronting the bully; class 2; 
9.5%, n=81), bully-victims i.e., likely to tell peers about cyberbullying 
incidents and are more likely to endorse antisocial behaviors like 
making fun of the victim and passing messages or other material on 
to others, class 3; 7.1%, n=60), “prosocial” defenders (i.e., highest 
probability of telling adults about cyberbullying and comforting the 
victim; class 4; 52.2%, n=443), and assistants (i.e., most likely not to 
intervene and most likely to be willing to join in cyberbullying; class 
5; 2.8%, n=24). The prevalence of defender behavior is encouraging 
as it suggests that people are willing to intervene in occurrences 
of cyberbullying. In contrast, Schultze-Krumbholz et al.16 noted 
that, although small in number (n=2.8%), individuals classified as 
‘assistants’ were 100% likely to report doing nothing in cyberbullying 
situations. The findings of this survey are informative in identifying the 
multiple roles inherent in cyberbullying, yet the number of individuals 
identifying as “defenders” may be artificially inflated due to social 
desirability. Adopting a quasi-experimental approach may provide a 
more ecologically valid perspective on bystander rates. This is further 
accentuated as participant response concerning bystander behavior 
in Schultze-Krumbholz et al.’s16 study was based on hypothetical 
scenarios, rather than true observations. 

The use of a quasi-experimental approach in documenting 
membership types via a systematic search online may help to secure 
ways of accurately recording decreases or increases in rates of both 
passive and combative type behaviors over time. Thus the preliminary 
research aims here should be: 

1.	 To identify cyberbullying groups online over a pre-specified 
time period using systematic search terms (e.g., those used by 
Ponsford24,25 included gendered (e.g., ‘is a bitch’, ‘tool’, ‘dick’), 
non-gendered racist and sexist terms, and derogatory remarks on 
physical and personality characteristics (e.g., ‘join if u hate X’; 
‘X is ugly’)). Search results could then be limited to those groups 
who have the search term within their title.

2.	 Establish the basic demographics of these groups where possible 
(i.e., gender, age, number of members).

3.	 Develop content analysis tools to identify the proposition of 
posts falling into the five types of behavior classes identified by 
Schultze-Krumbholz et al.16 

This tool can subsequently be used to identify the proportion 
of individuals within each group. Once this information has been 
documented it should be possible to

1.	 Determine the extent and type of member involvement in online 
bullying incidents, 

2.	 The demographics of the respective membership classes, and 

3.	 The demographics of the groups most at risk of engaging in 
passivity, perpetrating, and antagonist behaviors. 

This informative can then be tracked over time and used to examine 
the effectiveness of any intervention or awareness raising initiatives.

Bystanders may play a pivotal role in initiating combative or 
antagonist behavior online, with their feelings and reactions to 
the situation serving to fuel or dissipate the situation. Given this 
potentially integral role, it is important to identify the physical and/or 
psychological effects of witnessing online harassment. To identify the 
effects on the witnesses, an experimental situation using screenshots 

of actual posted content controlling for the time frame of exposure 
and number of experiences may be helpful. Specifically, which person 
factors are most likely to account for aggressive versus passive 
response? This may help to identify the factors predictive of different 
member roles. For example, in “real-world” or offline bullying 
situations, witnessing or experiencing bullying in some form can 
lead to higher levels of reactive aggression.26 Thus, further research 
aims should be to determine: 1) whether exposure to cyberbullying 
content increase state hostility; and 2) which person factors (e.g., 
trait hostility, personal experiences, age, and gender, affective and 
cognitive empathy) most influence the level of arousal. 

Determining potential cognitive responses 
to cyberbullying acts

The cognitive ramifications of witnessing cyberbullying acts are 
undocumented. Here, it may be useful for research to determine 
the influence of exposure to cyberbullying material on people’s 
interpretation of later presented material. That is, are persons exposed 
to cyberbullying content (either as a group member or incidental 
observer) more likely to misinterpret later content as aggressive even 
if it is neutral or ambiguous in theme? Furthermore, does this result in 
later antagonistic behaviors? This can be studied in an experimental 
sense by adopting a priming based approach (see Anderson,27 for 
information on priming). Priming, whereby primed concepts make 
the cognitions or behaviors linked to them more likely, and its 
influence on response has not yet been studied in relation to bullying 
witnessed on social networking sites. Thus it is unknown the extent 
to which cyberbullying content may implicitly activate aggressive or 
hostile cognitions among observers and, subsequently, influence their 
interpretation of later presented information is not known. 

Exposure effects on memory for posted content: key 
research initiatives

Heightened aggressive response to violence depicted via electronic 
mediums such as television, film, and gaming technologies has been 
found among individuals high in trait hostility.28,29 Although the 
relation between aggressive behavior and media violence has not 
yet been extended to include social media, there is some evidence 
to suggest that persons exposed to insult words (i.e., those similar 
to insult words appearing in cyberbullying posts) are more likely to 
interpret later presented ambiguously themed information as hostile 
compared to people not exposed.30 Interestingly, this effect was found 
to occur regardless of individual differences in trait hostility suggesting 
that exposure to hostile information may prime related concepts 
in memory. This raises the possibility that associative processes in 
memory can also provoke aggressive responses following exposure to 
media depicted violence.31−33 

In one of the only studies to have assessed the effect of exposure to 
insult words on recall for later presented information, Takarangi et al.30 
found that participants who had been exposed to a list of nine insult 
words (e.g., idiot, loser, clown, cheat) prior to studying an ambiguous 
word-list were more likely to form false memories of a hostile nature 
during the recall phase of the ambiguous list than participants who 
had not been exposed. In their study, a 2 (trait aggression: high and 
low) x 2 (priming: primed and not primed) between subjects design 
was employed to determine whether people predisposed to aggression 
and/or exposed to aggression-inducing cues falsely remember hostile 
information when encountering ambiguously themed items. To 
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achieve this, the Deese-Roediger-McDermott paradigm34 was used to 
test rates of false memories occurring for Roediger and McDermott’s 
needle, chair, and sleep word lists as well as for an ambiguous word 
list. This latter list contained nine items that could be interpreted as 
either aggressively themed or kitchen-related (e.g., cut, whip, mug, 
knife, beat). Participants in Takarangi et al.’s study first completed 
the encoding and recall phases for the needle, chair, and sleep word 
lists. Prior to being shown the ambiguous word list, however, half 
of the participants were exposed to a list of nine insult words while 
the other half read nine words from Roediger and McDermott’s34  
neutral mountain list. Following this, all participants completed the 
study and recall phases for the ambiguous word list. Higher rates of 
false memories of a hostile nature (non-studied lures) were found in 
the participants exposed to the insult list. Importantly these effects 
were independent of trait hostility, with no trait x priming interaction 
evident. 

Takarangi et al.30 took their findings to indicate that holding 
a hostile schema in mind biases memory for schema consistent 
information. That is, encoding an item falling under one category 
(i.e., hostile words) may activate other related words in the sematic 
network to a degree that they continue to influence memory for later 
information, particularly if the new information is unambiguous or 
of a neutral theme. This intriguing result is not only deserving of 
replication but the empirical approach behind it offers a novel way 
by which to study memory distortions occurring post exposure to 
cyberbullying content. If such effects are documented, establishing 
what cognitive processes make individuals more susceptible to this 
memory bias than others may reveal differences in the retrieval styles 
of passive versus antagonistic versus combative bystander types.

Concluding remarks
Collectively, the research endeavors outlined here offer some 

potential ways of documenting change in the membership structure of 
cyberbullying groups (most relevantly, bystander roles) over time and 
establishing the psychological and cognitive factors behind them and 
the various witness response types. As witness reaction will likely be 
key in combating cyberbullying, identifying response types and their 
associated factors is an important step for intervention efforts geared 
to improve witness response.35,36
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