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Introduction
Breathing, a natural activity, traditionally carried out without 

diffculty, aimed at establishing a gaseous exchange, Oxygen-CO2, 
in the blood1. Due to its relevance to survival, respiratory conditions 
rank internationally as the leading cause of death and disability.2 
These statistics have increased due to multiple factors, such as 
diseases and environmental factors.3,4 Currently, the most important 
contribution is associated with COVID-19. Currently, COVID-19, 
the clinical syndrome associated with SARS-CoV-2 infection which 
gives patients a variable degree of respiratory syndrome, going from 
respiratory tract illness to severe interstitial pneumonia and acute 
respiratory distress syndrome (ARDS),5 has motivated new challenges 
for medical professionals. Deaths and infections keep increasing for 
different reasons. Meanwhile, resources like medical professionals 
and mechanical ventilators diminish because of sickness and 
failures, respectively. Some of the reasons are insuffcient equipment 
to attend to critical patients, doctors acquiring the infection from 
patients, cross-contamination between patients due to infected health 
personnel, diffculties to allocate available mechanical ventilators 
due to administrative issues. For example, In Bogota, the capital of 
Colombia had an Intensive care unit (ICU) occupation of 97.3% on 
July 13th and during that month, 71.8% of bed occupations were 
COVID-19 patients.3 Cali has contributed to the COVID-19 death 
count with 1780 of 28803 in Colombia.4 Reducing the exposition of 
professionals to COVID-19 patients reduces the risk of them acquiring 
the infection, therefore, any means to achieve this must be considered. 
In this sense, digital transformation technology can be implemented 
in order to minimize medical exposition in academic preparations and 
patient attention. Although several academic and commercial lung 
emulators have been developed,6–15 and the pandemic scenery has 
motivated the design of mechanical ventilators,16–28 limited information 
on cyber-physical architectures that allow teleoperation has been 
referenced. In fact, a taxonomy composed of ten properties grouped 
according to three criteria: buildability, adaptability, and scalability, 
to classify the initiatives about ventilation mechanical is presented.29 
According to,30 the development of these equipment has been defined 
by the integration of technologies, recommending the term smart, for 

the advanced control strategies, in the future of these developments, 
but limited relevance is defined for remote operation or monitoring. 
However,31 a mechanical ventilator with telemonitoring using the 
internet is presented. In32 a virtual simulation system was designed to 
be used by inexperienced health care professionals as a self-training 
tool. Although in33 reference that much more research is required before 
considering telemonitoring as a real improvement in the management 
of patients with respiratory limitation, it is recommended for training 
environments for medical personnel. With a futuristic vision,34 the 
authors describe an infrastructure with a strong relationship between 
health professionals, technological resources, and information 
technologies, establishing a Smart Hospital-Level Care in the Home. 
To verify the integration, coordination of the different resources, and 
the flow of the information generated, the use of the formal tool is 
recommended, like Colored Petri net. In35 is described the state of 
patients, the relationship between medical processes and resources 
in this cloud healthcare system by using CPN Tools. In36 a Petri net 
model is generated to specify a distributed telemedicine environment 
taking advantage of the benefits of service-oriented technology Focus 
(SOA) and strong telecommunications capabilities. In37 was modeled 
using Petri net, an environment that facilitates the execution of a 
specific protocol of physical rehabilitation on a patient by a healthcare 
specialist through teleoperated technical aids. This modeling tool is 
used in38 to verify distributed architecture to evaluate the human gait. 
In 39 presents a security threat-driven modeling framework based on 
Petri Net s for e‑learning systems. In this context, this work aims 
to implement an education infrastructure that permits mechanical 
ventilation operation and monitoring through virtualization and the 
internet. Specifically, considering the event-oriented dynamics of the 
system, a model using Colored Petry net is proposed. 

Methodological framework
An interactive methodological framework was defined to develop 

this work, inspired by the spiral pattern, see Figure 1. Described below 
are each of the steps that make up the methodology used. 

Identification of the system: The main objective of this stage is the 
conceptualization of the system to model, it begins with the analysis 
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Abstract

Worldwide, diseases of the ventilatory system are the leading cause of disability and death. 
Currently, this critical scenario has been fueled by the rapid spread of COVID-19. Although 
the pandemic has motivated the development of technologies related to care, such as 
mechanical ventilators, the integration of an infrastructure that integrates a cyber-physical 
environment for the generation of virtual learning environments that integrate remote 
laboratories for the training of health professionals in ventilation mechanics has been 
limited. In this sense, this work focuses on the specifications of an architecture of virtual 
learning environments that integrates hardware and software resources with pedagogical 
strategies using the colored Petri net as a modeling tool. 
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of the system functioning, to indicate the functions, the principal 
elements that compose it, and the operating conditions. 

Figure 1 Methodological framework.

By the end of this stage, the elements that compose this system 
must be clearly defined to ease the identification and understanding of 
the relations between physical and logical components that allow the 
development of a specific function. 

Structural definition of the system: The objective at this point is to 
identify the operating structure of the system to model by using the 
information obtained in the last step. For this purpose it is recommended 
to use high-level infrastructure diagrams,40 which are visual maps that 
describe a system from a wider perspective, presenting information 
through graphic representations of the relations and interactions of the 
principal and secondary components of the system.

This stage begins by identifying the principal characters of the 
system to model, then, each character needs to be described indicating 
its primary function and the way it interacts with the other characters of 
the system. This description must be done generally without technical 
specifications because these details will be taken into consideration in 
the following steps. 

At the end of this step, the general structure of the system is done 
and the principal characters, auxiliary modules, and the relations 
between them can be evidenced 

Classification of the functional information of the system: Based 
on the information in the infrastructure diagrams from the last stage, 
a list of the principal variables that the system will use is generated. 
For this purpose, first, the local variables of each function must 
be identified, that is to say, the variables that are used only for the 
operation of a specific function. The global variables of the system are 
identified subsequently, that is to say, the variables that have relevant 
information for the operation of multiple functions. It is vital to do 
this identification at the first instance, since the information obtained 
during this process is the base of the model of the relations in the data 
structure of the final model, defining the way that the information will 
be transported between the entities that compose the system.

Definition of functional and conceptual models: At this stage, 
the details of the system operation are established through a new 
infrastructural model, for this, the infrastructural diagrams are used 
once more. These diagrams generated in this step must contain 
detailed information about the system operation, for which purpose 
this information and the information from the principal used variables 
shall be related. By combining all this data, the specific function 
modules are built, which can guarantee the correct operation of the 
system to model.

The resulting diagrams show a high relevance because the final 
models in Petri nets that can verify the proper function of the system 
as a whole, base their definition of structure and data flow in the 
information presented by the studies this step.

Figure 2a) Characters involved in the information system.

Figure 2b) Mechanical Ventilator (MV) and Patient Emulator (PE).

Figure 2c) HMI Student.

Figure 2d) HMI Teacher.
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Analysis by simulation using the generated models: Based on the 
information generated in the previous steps, the simulation scenarios, 
the observation variables and evaluation indicators are defined 
according to the simulation objectives, such as resource management, 
system synchrony, performance, among others.

Results
Description of the cyber-physical system for teleoperated training 
in mechanical ventilation:

The cyber-physical system for teleoperated training in mechanical 
ventilation was developed with the objective of allowing practices 
of mechanical ventilation in a non-face-to-face way, in a manner 
that students and medical professionals with difficulties to join on-
site courses can develop the needed abilities to adequately use the 
equipment of mechanical ventilation installed at their medical units. 

For this purpose, a mechanical ventilation laboratory was 
developed, consisting of an emulator of a mechanical ventilator and 
a patient emulator, both were monitored and controlled by a user 
interface for the professor and another one for the students.

The implementation of two different interfaces to use the 
teleoperated laboratory defines efficiently the roles and the assignment 
of available resources, being the professor the administrator, who will 
establish the actions that the students can do.

For its part, the students can observe the practices individually 
through their interface, since each one can log in from their personal 
computer. Moreover, each student remains in a passive state until the 
professor allows manipulation permits for the physical equipment 
(ventilator and patient emulators), at that moment the student interface 
is enabled and has the option to enter a new configuration for the 
mechanical ventilator.

Finally, the cyber-physical system has the possibility to store 
in a database the information during the practice for its subsequent 
consultation, showing the student rights and wrongs. This information 
includes:

a.	 Data configuration: Corresponds to the entered parameters to 
modify the conditions of the mechanical ventilation emulator 
and patient emulator.

b.	 Clinical scenario: Corresponds to additional information en-
tered by the professor to build a clinical scenario according to 
the settings of the patient emulator. This information does not 
influence the behavior of the patient or mechanical ventilator 
emulator but helps the student to build the representation of a 
real clinical case.

c.	 Equipment response: Corresponds to the data generated by the 
sensors of pressure, flow, and oxygen, similarly, the actuator 
states are linked such as vacuum pumps, proportional solenoid 
valves, and two states installed in the laboratory equipment.

Description of the operating structure of the cyber-physical 
system for teleoperated practices on mechanical ventilation: The 
communication system proposed allows the interaction between one 
professor and multiple students with the mechanical ventilation and 
patient emulators as shown in Figure 2, it presents the general structure 
of the system to model, in this structure, the involved characters can 
be seen in the communication system and the relations 

The characters present in Figure 2 are

i.	 The human machine interface (HMI) for the teacher. Is a vir-
tual environment in which the professor can communicate with 

the students and with physical devices such as the mechanical 
ventilator and the patient emulator. This interface can monitor 
and control the operation of the equipment and also, this inter-
face gives permission to the student to control the equipment.

ii.	 The human machine interface (HMI) for the students: Is a 
virtual environment that allows the students to communicate 
with the professor and interact with the mechanical ventilator 
in a controlled way.

iii.	 Mechanical ventilator (MV): Physical device used in medicine 
to assist the breathing process in patients that cannot execute it 
by themselves. The ventilator mixes air and oxygen to introduce 
it into the patient’s lungs in a controlled way.

iv.	 Patient emulator (PE): This is a physical device that connects 
to the mechanical ventilator and emulates the operating condi-
tions of a real lung, this device can set up the operating parame-
ters such as compliance, resistance, or leakage, to emulate the 
mechanical behavior of different medical pathologies.

Description of the used variables in the cyber-physical 
system for teleoperated training in mechanical 
ventilation

Each one of the presented characters in Figure 2 shows a group of 
variables associated with each one of them, which are detailed below

Student interface: Sends the mechanical ventilator configuration to 
the communication system, represented by the variable “ve(n)” where 
(n) depends on the student assigned to update or modify the variables 
of the mechanical ventilator, this is specified in Table 1.

Table 1 Description of the variables and their values

Variable Values Description

IP 1…5

IP address to transfer 
data from one device to 
another in an organized 
way.

sid(n) sid(1), sid(2),.. sid(n) student ID

vpe vpe1, vpe2, vpe3
settings assigned by the 
professor to a patient 
emulator 

set up(data)

set up("mv1"),
settings assigned to a 
mechanical ventilator

set up("mv2"),

set up("mv3")

variables(data)
variables ("vmv1"), 
variables("vmv2"), 
variables("vmv3")

Variables produced by the 
mechanical ventilator

Description of the functional and operational models 
of the cyber-physical system for teleoperated training 
in mechanical ventilation

Once the characters and variables of the system have been identified, 
the next step is to analyze the particular functions that the system can 
make through an infrastructure diagram with a higher-level detail than 
the one presented in Figure 2. This diagram is presented in Figure 
3 showing each of the functions that the information management 
system must-have.

In reviewing the diagram in Figure 3, it can be concluded that 
the information management system allows the operation of these 
functions:

a.	 Show in the student interfaces the information generated by the 
mechanical ventilator and the lung emulator.
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b.	 Display the students connected in the professor interface

c.	 Give permits from the professor interface to one student connec-
ted, allowing him to set up the mechanical ventilator.

d.	 The professor interface can set up the mechanical ventilator and 
the patient emulator.

e.	 Store in a database the setting parameters entered to the me-
chanical ventilator and the patient emulator

f.	 Store in a database the operation parameters entered to the me-
chanical ventilator and the patient emulator

Figure 3 Detailed infrastructure diagram of the information management system VentyLab.

In this way, the communication system proposed offers the needed 
conditions to develop a course of mechanical ventilation using a 
remote laboratory consisting of a mechanical ventilator emulator and 
a patient emulator.

Once the functions and the interactions between the components of 
the system have been defined, the construction of the models in Petri 
nets can start.

Simulation model in Petri nets

A model of the operational behavior of the communication 
system between the elements that make possible the virtual course of 
mechanical ventilation was made, it was based on the structural model 
in Figure 1 and also, taking the information from the variables and 
the operational behavior of the systems. This model was made using 
colored Petri nets, see Figure 4.

Figure 4 Model in petri nets of the interactions between system actors.
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The model consists of three principal transitions (double-lined 
rectangles) which contain subnets defined as Professor interface, 
internet, MV and PE, and students interface.

The macro transition named “professor interface” contains the 
subnet that represents the professor workstation, which allows the 
teacher to see the students logged in and assign them permissions to 
control the equipment. Each setting of the devices is made by one 
person at a time (student and professor) 

For example, Figure 5 shows a simulation where the subnet 
“professor interface” has 3 students online (sid (1), sid(2) and sid(3)), 
therefore, the professor can assign one permit to each of the students 
to set up the mechanical ventilator, according to a clinical case (vpe 
“variable patient emulator”) designed by the professor. On the other 
hand, the teacher can set up the devices directly through the subnet 
“set up MV and EP”.

Figure 5 Subnet “professor interface”.

The macro transition “internet”, see Figure 6, manages all the 
information shared by the students, professor, and devices, an 
example is, the permits assigned by the professor, which are sent via 
the internet to the students.

After receiving the permits, the students assign and send the 
adjustment parameter to the mechanical ventilator (ip=3) through the 
internet to the devices. See Figure 7.
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Figure 6 Subnet Internet.

Figure 7 Subnet students interface.
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In addition, the subnet students interface receives the data from 
the variables coming from the ventilator and patient simulator, for 
the purpose that every student can see the parameters given by the 
ventilator.

The subnet “MV and EP” receives the information from the 
settings send either by the professor in an example case or by the 
students enabled to participate in the clinical scenario proposed by 
the professor (for example, set up (“mv3”)), where the said scenario 
is represented in the compliance and resistance information that 
characterizes the patient respiratory mechanics. This data sets up the 
ventilator and the response values of this device (“vmv1”, ..”vmv3”) 
are sent to the teacher and students subsequently for its analysis, see 
Figure 8 and Figure 9.

Figure 8 subnet “MV and EP”, input of information to the EP.

Figure 9 subnet “MV and EP”, EP’s response.

Discussion of results
The model obtained based on the proposed architecture allows 

the observation and evaluation of possible interaction between the 
characters and its behavior, it was needed to build up a system for 
mechanical ventilation focused on training and teaching online, 
where students and teachers could interact remotely with mechanic 
devices, being able to control the operation variables and obtaining 
real responses from the variable behavior of the ventilation devices. 

The modular construction of the general model enables the 
definition of the system operation with a high range of accuracy upon 
the real use scenario due to the specification of simple functions.

Simirarly, this modeling strategy supports small changes in specific 
functions of the general system without disturbing the global behavior 
of the system, which allows to model different operation strategies 
swiftly, due to the changes that are incorporated in each of the basic 
models and these, in turn, develop simply.

Conclusion
In this document, a formal model was made integrating remote 

laboratories with virtual learning environments and the information 
and communication technologies. The CPN model ensures the 
architecture specifications of the cyber-physical system such as the 
interaction between the resources, physical, human, and computer 
data, associated with the online learning of respiratory mechanics. 
The identifying and operation variables were specified based on the 
role of the user (professor, and students) for the remote laboratories, 
the mechanical ventilator, and the patient emulator with ventilatory 
limitation. In addition, the model allowed to specify the formation 
process using the cyber-physical education environment of mechanical 
ventilation. This is specifically useful to strengthen the education of 
health professionals on this matter, particularly during the actual 
COVID-19 pandemic.
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