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The digital black market and drugs: do you know

where your children are!

Opinion

Parents, do you know where your children are? The public service
announcement (PSA) of our youth takes on a whole new meaning
in the era of the Internet.! Our children are often right there, in our
own homes doing the very things we want to protect them from—and
we know exactly where they are — but we don’t know what they are
doing.? We don’t even know what they could be doing! When was the
last time your teen received a package in the mail? These days with
amazon, eBay,’ and internet commerce, it is commonplace to receive
packages in the mail and you may think nothing of it. Read further and
you may start checking that packages.*

Have you heard of the Darknet? Do you know what cryptocurrency
is? Have you ever heard of TOR? These are very compelling reasons
for parents to learn and embrace new technology.’ If you do not
understand it, you may not be able to stop it. These three things are the
gateway to the digital black market for drugs, guns, and many other
illegal products and services.® The Darknet and the digital black market
is accessible through a browser referred to as TOR. The Darknet is the
non-indexed, secret section of the Deep Web that is primarily, used
by those engaged in illegal activities.” It cannot be accessed through
regular browsers. It is a group of websites with onion domains and
the Onion Router or Tor browser software is needed to access these
sites. This allows for world-wide anonymous web browsing. Once in,
there are Google-style search engines and Amazon-style marketplaces
selling stolen passports, weapons, hacked account numbers, and drugs
lots and lots of drugs. You may have been hearing about the Bitcoin
rage.® But what you need to realize is that bitcoin is a cryptocurrency.’
Cryptocurrencies are not traceable, and were developed to protect
anonymity.'” Why? So the new wave of black market dealers can sell
their products and services online, without being traced.!'While the
Darknet is full of all kinds of illicit activities, our teens are using it to
buy drugs.'>!?

It may seem outrageous to believe that your child can get heroin,
fentanyl, or oxycontin shipped right to your doorstep without notice.
TOR, the Dark web, and Bitcoin make this possible.!* Buyers and
sellers make contact using e-mail providers such as Sigaint, a secure
dark-web email service, and encryption software like Pretty Good
Privacy (PGP). It’s a whole new world—and many parents are left in
the dust because technology keeps moving and we do not."

Today’s dealers are tech-savvy and so are our teens. Most teens
know more about the internet than we do and they will explore,
experiment, and even rebel in ways we never imagined possible.'®
Explorers may be enticed at first, with free samples or substances
deemed legal, safe, and undetectable - like the once widely legal,
herbal opiod, Kratom—and the addiction, or worse, has its beginning.
Kratom has become majorly popular among teens, and they are
often introduced to it through the Darknet. Recently, Scott Gottlieb,
commissioner of the Food and Drug Administration, issued a public
health advisory on Kratom, suggesting that all states ban this synthetic
opioid."”
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Unfortunately, this is just the tip of the iceberg where drugs on
the Darknet are concerned. ‘Lesser’ drugs are often laced with a
stringer synthetic opioid, fentanyl, which is the fastest-growing cause
of overdoses nationwide.'8Just a few flakes of fentanyl can be fatal.
When it is not fatal, it feeds an opioid addiction (Figure 1).

Fentanyl, the drug fueling America’s
unprecedented overdose crisis is

available online, by mail-order
directly from China. Fentanylis a

synthetic opioid that's 50 times more
powerful than heroin and can be
found on the internet.

Figure | Drug fueling.

The bottom line is that the internet allows teens to buy drugs easily
and receive them unnoticed, and they do this in the comfort of their own
homes." These drugs come from overseas and are often from China,
Ukraine, or Mexico.?’ They can travel international mail undetected,
and end up on your doorstep. Very few packages get intercepted. The
U.S government is constantly seeking new measures to combat drug
sales, but the internet has changed the entire ballgame.?' (Figure 2)

Drug trafficking is not a new problem, just a more sophisticated
one today.”? Founded in 2011, Silk Road was the most popular Darknet
(black) market, until it was brought down by the DEA, Homeland
Security and the FBI in 2013.23-2¢

The founder who yielded over $1.2 billion in sales in less than 3
years, was charged with engaging in a continuing criminal enterprise,
narcotics trafficking, money laundering, and computer hacking. He is
now in prison for life.*This was followed by the recent takedown of
AlphaBay marketplace, said to be ten times bigger than Silk Road.?
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The Agora Marketplace is yet another drug sales location on the
Darknet. One site goes down, and five more pop up. It is a daunting
regulation task for any government. Just yesterday,”’ the Department
of Justice announced the creation of the Joint Criminal Opioid Darknet
Enforcement team or J-CODE, to target the disruption of Darknet
drug sales and the destruction of criminal enterprises facilitating
trafficking. Figure 3

A Parent’s Role

Ask questions.
Pay attention.
Inguire about Bitcoin.

Check teen’s computer for the
TOR browser.
* Beonthe look-out for packages
from foreign countries.
Talk about the Darknet se your
teen knows you are informed.

Figure 2 A parent’s role.
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Figure 3 Sample darknet marketplace sites.

Although some black market dealers get caught, the Darknet
continues to grow and get more sophisticated. The Darknet has
revolutionized the drug trade.?® It is no longer a seedy exchange in a
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dark alley—it’s as easy as buying something on amazon and waiting
for it to get delivered by the mailman. This is what we know; deaths
from synthetic opioids (fentanyl, carfentanil) have surpassed deaths
related to heroin and common prescription opioids such as morphine.
Overdose deaths among ages 15-19 have risen 23% between 2015-
2017.° The fastest growing segment of the Darknet drug sales is
synthetic opioids. Teens know how to navigate technology.

Parents need to stay in touch with technology and their teens to
play a part in monitoring exposure to black market drugs.
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