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Introduction
Research shows that multiservice converged communications 

networks based on modern end-to-end digital technologies are built 
using devices such as switches, routers, controllers, and various traffic 
management terminal devices, such as firewalls and multifunctional 
terminal systems. Traditional approaches to telecommunications 
networks are designed to implement distributed protocols such as 
topology routing, traffic monitoring, and access control.1,2

Based on the SDN concept, where the integration of the control 
plane and data plane occurs, the process must be strictly regulated, 
as operators of multiservice communication networks must configure 
any protocol exclusively on a single device in the system.2,3

Currently, modern converged communication networks are 
evolving toward software-defined networks that manage switches 
and packet processing controllers network SDN. To configure 
packet forwarding rules installed on each individual switch, SDN 
allows programmers to directly control the behavior of multiservice 
converged networks.4–6

The software-defined networks analyzed here are designed to 
transition from the traditional approach to telecommunications 
networks to a new networking paradigm that simplifies the 
management of a multiservice network [--]. Intelligent SDN functions 
are centralized in a control panel, with network devices acting 
as packet forwarders, and computations performed through open 
interfaces such as ForCES, OpenFlow, and others.6,7

Based on the research work,2–6 it was established that the concept 
of constructing a telecommunications infrastructure using NGN 
(Next Generation Network) was defined by ITU-T in the Y.2000 
series recommendations. Based on the fourth concept digitalization 
multiservice communication networks, ITU-T adopted the first 
recommendations of the Y.3000 series on the FN concept, and in 

ITU-T Y.3001 recommendation, four target settings for the creation 
FN (Future Networks) using SDN technology were set.3,6–8

The conducted analysis of telecom operators showed2,6,8,9 

that methods for improving the performance characteristics of 
multiservice converged networks using hardware and software tools 
of SDN technology for the provision of multimedia services. The 
paper examines8–10 the performance telecommunication systems using 
the FN architectural concept based on the technology for constructing 
distributed communication networks such as SDN and identifies their 
channel throughput indicators.

The work considers the problem selecting the criteria for the 
effectiveness multiservice convergent networks based on the 
architectural concepts NGN and FN using the technology constructing 
distributed communication networks SDN in the provision of 
multimedia services and applications.

General statement of the problem

Taking into account the above, in this aspect, the above-mentioned 
digital end-to-end innovative SDN technologies based on converged 
networks open up new opportunities and conditions for effective ways 
of managing and distributing resources for the provision of a wide 
range telecommunications services, taking into account numerous 
requirements of QoS (Quality of Service) and QoE (Quality of 
Experience) parameters.2,7,10,11

It’s worth noting that the Open Networking Foundation (ONF) is 
the organization dedicated to the implementation and standardization 
of the SDN concept. Based on ONF principles, SDN is a dynamic 
architecture that is easy to manage, inexpensive, and adaptable, 
making it suitable for modern high-bandwidth telecommunications 
network applications.11–13

For appliance and machine systems, this may be evident as a 
specific switch, where software-defined SDN allows the network 
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Abstract

The performance indicators of various multiservice telecommunications networks are 
analyzed, and methods for constructing converged communication networks using the 
SDN (Software-Defined Networking) concept are explored. The tasks of researching 
and analyzing the architecture SDN networks and their electronic switches, controllers, 
and OpenFlow-type software are considered. The modern networks under study are 
multiservice converged telecommunications networks that perform the tasks of routing, 
traffic monitoring, access control, and balancing network and subscriber loads on servers 
using the network’s SDN has emerged as a new global model, where the converged network 
of networks is programmable. This allows for simplified architecture and access control 
thanks to its programmability. Despite the emergence new converged network solutions, 
researchers continue to face complex challenges in addressing emerging issues related to the 
SDN concept. Based on this research, a structural diagram of an SDN network architecture 
based on multi-service converged communication networks, including a general SDN 
architecture, is proposed in a multi-service communication network, as well as a range 
options for distributing the control plane and data plane using the SDN concept and the 
OpenFlow architecture based on the SDN network. The study identified key performance 
criteria for multi-service converged communication networks based on SDN technology.
Keywords: throughput, SDN, switches, converged networks, Open Flow-type software, 
controllers, DDoS, control plane, Overlay Networks, network applications, data plane
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controller to quickly configure, manage, secure, and optimize network 
and information resources using automated SDN programs.1,3,6,14 

Figure 1 shows the SDN architecture as envisioned by the ONF, which 
consists of the following control block-modular systems: Application 
layer, Control and Infrastructure layer, business application, API, 
network services, control data plane, OpenFlow and network device.

Figure 1 General SDN architecture developed by ONF.

 Figure 1 illustrates and describes the key concepts of the SDN 
architecture, namely:2,3,9

- Business applications, such as video conferencing, are among the 
most frequently used by users;

- Converged network and information security services, enabling 
business applications to operate seamlessly and securely;

- This pure SDN switch and controller functionality of the routing 
protocols in the switch is entirely limited to the data plane.

The network controller allows the SDN controller to be configured 
to identify and manage multiple stages of movement in the 
communication network, while traditional network protocols are used 
to manage the rest of the movement in converged networks.

Taking into account Figure 1 and the above assumptions, an 
important and complete criterion for the studied systems is the efficiency 
of the functioning multiservice convergent telecommunication 
networks using hardware and software systems of SDN technology.

The following important indicators were selected as the efficiency 
criteria for multiservice convergent telecommunication networks 
using the SDN architectural concept in the provision multimedia 
services:9,12

1. max ( )iC λ −  a function that takes into account the criteria of 
the throughput SDN hardware and software complexes, taking into 
account the operating algorithms of the switch and controller when 

iλ  transmitting i-th traffic, and is functionally described by the 
following indicators:

max ( ) [ ( ), , ( , )]i k i kðð iC W V F tλ λ η λ= ∆  ,       1,i n=  ,                                (1)

where kF∆ −  frequency bandwidths of a virtual communication 
channel, taking into account the requirements of the service conditions 
of traffic packet flows and through spectral efficiency ( , )SE i kFη λ∆ ∆
, are expressed as follows:

1
( )

( , )
k k i

SE i k

F V
F

λ
η λ

∆ = ⋅
∆

    ,                                                           (2)

( , )ðð i tη λ −  the coefficient of efficient use of heterogeneous 
resources hardware and software systems of communication networks 
based on SDN technology with the rate receipt of the incoming iλ  
flow during the transmission of the i-th traffic at a given time t , 

1,i n= ;

 ( )k iV λ −  the operating speed of hardware and software complexes 
SDN technology taking into account the intensity of the incoming 
flow iλ  when transmitting packet flows of the i-th traffic, 1,i n=

Expressions (1) and (2) take into account the system’s performance 
characteristics when providing information and communications 
services and are one of the important performance criteria for 
multiservice converged communication networks. Furthermore, 
expressions (1) and (2) describe an idealized telecommunications 
network using the network characteristics of the system for exchanging 
useful and service traffic.

Selection of criteria for probabilistic-temporal 
characteristics of converged networks based on SDN

It should be noted that the separation control and data planes is 
indeed one of the fundamental principles of SDN - and one of the 
most controversial options in communications networking.

We view these ideas in multiservice converged networks as a 
continuum of possibilities, ranging from the simplest option-the 
canonical fully distributed control plane-to a semi- or logically 
centralized control plane, and finally to a strictly centralized control 
plane.3,6 

Therefore, Figure 2 shows the spectrum options available to a 
network operator, along with some of the advantages and disadvantages 
of each approach, to explore their operational effectiveness.

Figure 2 In a multiservice communication network and their range options 
for distributing the control plane and data plane using the SDN concept.

As Figure 2 illustrates, one of the key principles put forward early 
in the implementation SDN is the potential benefit of separating 
the control and data planes of a multifunctional network terminal 
in multiservice converged networks. This separation offers network 
operators certain advantages in terms centralized or semi-centralized 
software control of the telecommunications network.1,312

Based on the diagram in Figure 2, it follows that one of the key 
performance criteria for multiservice converged networks is the 
performance of service and payload traffic. Among these probabilistic 
and temporal characteristics of networks is the average latency of 
multiservice converged networks, [ ( )]m iE T λ .
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Here [ ( )]ptc iE T λ −  is a function that takes into account the criteria 
of the probabilistic-time characteristics of convergent communication 
networks, taking into account the flows packets useful and service 
traffic and the intensity iλ  of the incoming flow when transmitting 
flows of packets of the go i − th traffic and is described by the 
following functional dependence [2:

[ ( ) [ ( ), ( ), ( ), ( )]ptc i m i i n i c iE T W T P Lλ λ ρ λ λ λ=   ,     1,i n=   ,                     

                                                                                                      (3)

Where −)(),(),(),( iciniim LPT λλλρλ  accordingly, the 
average values ​ transmission delay time, the probability of loss of 
traffic packets, the load factor and the length of the queue flows taking 
into account the intensity of the incoming flow iλ  when transmitting 
the flow of packets of the i-th traffic, 1,i n= .

In formula (3), an important indicator is the average delay time 
during the transmission of the i-th stream of traffic packets and is 
expressed as follows:

1
[ ( )] (1 / ) ( )

n

m m i
i

E T N Tλ λ
=
∑= ⋅   , 1,i n=  ,                                               (4)

Where −N  the number of hardware and software systems, 
switches and controllers in multiservice converged communication 
networks based on SDN architectural concepts.

Expressions (3) and (4) take into account one of the important 
probabilistic-temporal characteristics of convergent communication 
networks, taking into account the intensity iλ  packet flows of useful 
and service traffic and are necessary criteria for the parameters of  
QoS and QoE traffic.5

Justification of the criteria for information security of 
the SDN network

It should be noted that when selecting criteria for information 
security in converged communication networks, it is also necessary 
to take into account that the problem of ensuring the security of the 
system when transmitting mixed-type information is formulated as 
the task of distributing a secret key between two remote users using 
SDN technology.

SDN network concepts are known to represent a new era of 
networking technology, based on a centralized controller that 
separates switch hardware from its software. The most important issue 
in converged communication networks is SDN security, and the most 
common attack is the distributed denial-of-service (DDoS) attack.9,10

Some research conducted to date in telecommunications networks 
detects DDoS attacks using a threshold value, which is typically 
assumed without proper scientific justification and, therefore, may not 
always be accurate. 

It’s worth noting that in recent years, existing DDoS attack 
mitigation methods in SDN using Open Flow controller protocols 
have relied on thresholds to detect DDoS attacks. Thresholds are 
typically static and predefined in the communications network when 
using SDN and become ineffective when network traffic behavior 
changes.1,3,12

ONF is a new type of standards development organization because 
it has a very active marketing department that is used to promote the 
OpenFlow protocol and other SDN-related initiatives for information 
security purposes. The key components of the OpenFlow model, as 
shown in Figure 3, have become at least part of the generally accepted 
definition of SDN.

Figure 3 OpenFlow architecture based on SDN network.

The block diagram (Figure 3) consists of the following main 
control blocks: Switch, OpenFlow Controller, LACP, RSTP, Switch 
Control Plane and OSPF. 

OpenFlow is a set of protocols and APIs, not a product per se 
or even a single product feature. In other words, the controller does 
nothing without an application program that instructs which flows 
should pass through which elements (for their own reasons).

Based on Figure 3, the mandatory criterion for an SDN network is
( , )SI iI tλ  a function that takes into account the criteria of information 

security of convergent networks for transmitting packet flows, taking 
into account the intensity of the incoming flow iλ  when transmitting 
packets of the i-th traffic and is  described by the following dependence:

( , ) [ ( , ), ( , ), ( )]SI iø i p i á iI t F t R t Kλ λ λ λ=    ,      1,i n=       ,                        

                                                                                                    (4)

where ( , )ø iF tλ −  penalty function when an attacker uses cyber 
attacks on hardware and software systems, taking into account the 
transmission flows iλ  with the intensity of packets of the i-th traffic 
at the time t , 1,i n= ;

( , )á iK tλ −  the security factor for the operation hardware and 
software complexes of SDN technology against unauthorized access 
along the perimeter of the communication network, taking into 
account the transmission of flows with the intensity iλ  of packets of 
the i-th traffic at the time t , 1,i n= ;

( , )p iR tλ −  function information security risks of communication 
networks using hardware and software systems taking into account 
the transmission of flows with the intensity iλ  packets i − th traffic at 
the moment in time t , 1,i n= .

Expression (4) takes into account important criteria information 
security convergent telecommunication networks, with the help of 
which it is possible to evaluate the indicators of the level of protection 
of the information transmission system.

Thus, summarizing all of the above, it can be said that the 
performance indicators of multiservice convergent communication 
networks based on new digital SDN technology are one of the most 
important characteristics of the quality of the system’s functioning 
when establishing a connection and when providing basic, additional 
and intelligent info communication services.
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Conclusions
This paper analyzes the key components of multiservice converged 

networks using SDN, built in accordance with the NGN and FN 
concepts, taking into account ITU-T recommendations Y.1542 and 
Y.3001, and selects their performance criteria. The paper formulates 
the challenges selecting performance criteria for converged 
communication networks, substantiating them within the framework 
of the efficiency of a unified information space and based on shared 
resource management methods. The nature of payload and service 
traffic is examined using SDN technology.

Based on this research, we propose a structural diagram of 
the SDN network architecture based on multiservice convergent 
communication networks, including the general SDN architecture 
developed by ONF, in a multiservice communication network, and 
their range options for distributing the control plane and data plane 
using the SDN concept and OpenFlow architecture based on the SDN 
network. As a result, the study identified key performance criteria for 
multiservice convergent communication networks based on the new 
digital SDN.
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