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Integration between industry 4.0 and IoT
Industry 4.0 will provide intelligence and communication for 

smart systems. Smart systems that includes; smart cities, smart 
factories, and smart grids have become the epitome of the modern 
technology. Smart systems, one of the facets of Industry 4.0, will 
revolutionize the sector tremendously. Recent reports indicate that 
the economic impact on the German industry will result in an added 
gross value of 267 billion euros by 2025 after introducing the industry 
4. A comparison between Today’s factory and future (Industry 4.0 
based) factory is presented in Table 1. However, there will be a need 
for seamless communication between these smart systems. Internet of 
Things (IoT) will provide the requisite communication infrastructure 
to facilitate communication between the increased number of sensors 
(things) and systems. IoT will utilize the internet protocol version 6 
(IPv6). IPv6 is being preferred because it creates addressing capacity 
of 2^128 individual addresses. Therefore, each and every smart device 
will be assigned a unique IP–address. IPv6 will enable allowing the 
limitless addition of devices on the Internet, which is the idea behind 
Internet of Things concept. IPv6, which will improve the performance 
of cyber–physical systems, one of the facets of Industry 4.0. Applying 
the same idea on manufacturing environment will enable automation 
system builders to integrate huge number of sensors, controllers and 
products under one common platform.1–4

The successful implementation of Industry 4.0 depends on the 
type of Internet of Things technologies currently being implemented 
in the IT world. Presently, there are a number of technologies that 
have made it possible to convert physical objects into intelligent 
things. These technologies include Radio Frequency Identification 
(RFID), Internet Protocol (IP), Electronic Product Code (EPC), 
Barcode, Wireless Fidelity (Wi–Fi), Bluetooth, ZigBee, Near Field 
Communication (NFC), and actuators. For example automotive and 
aerospace companies are using RFID to improve the logistics of their 
supply chain. As IoT will help these companies receive detailed and 
up to date information about their logistics and supply chain. These 
technologies and others being developed will define how Industry 
4.0 will be implemented. IoT technologies also will help developers 
to develop applications that will provide services that can be used 
to implement industrial automation systems. Some of the services 
include identity–related, information aggregation, collaborative aware 
and ubiquitous services. Identity–related services will enable the 
identification of an object through a special identifier such as an RFID 
tag. Information aggregation services will utilize IoT technology such 
as ZigBee that can collect data from sensors, process, and transmit it 
to a desired application. Collaborative aware services make decisions 
based on the collected aggregated data. Ubiquitous services will enable 
the deployment of IoT applications anywhere and offer a complete 
control. IoT technology will ensure systems established in Industry 
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Abstract

At the dawn of the nineteenth century, the human civilization inaugurated a new era 
in production called as the Industrial Revolution. Following this line of thought, the 
first industrial revolution, located at the transition from the eighteenth to nineteenth 
centuries, was characterized by the introduction of water and steam–powered 
mechanical manufacturing facilities. The second industrial revolution, which 
happened at the transition from the nineteenth to twentieth century’s, was based on 
the introduction of electrically powered mass production. Then followed the third 
industrial revolution, started from the 1960s until the 1990s, whose main driving force 
was the usage of electronics and information technologies (IT) to achieve further 
automation of manufacturing. These three successive revolutions can be coined as 
Industry 1.0, Industry 2.0, and Industry 3.0, respectively, see Figure 1. Currently, we 
are in the fourth industrial revolution (industry 4.0), whose main characteristic is the 
linkage of real objects and people (things) with information–processing/virtual objects 
via information networks utilizing technologies such as cyber–physical systems, 
Internet of things, 3D printing, artificial intelligence (AI), cloud computing, etc.. One 
Important component in this context is the advanced automation technology that will 
lead to the introduction of methods of self–organized systems (self–optimization, 
self–configuration, self–diagnosis, etc.) to get the suitable linkage between the real 
(machines, sensors, workers) and the virtual worlds. The term “industry 4.0” appeared 
for the first time in 2011 during the Hannover Fair, as a project in high–tech strategy 
of the German Industry, and in the following year was created the German Working 
Group on Industry4.0, which delivered its final report in April 2013. This report 
defined the Industry 4.0 environment, which includes the strong customization of 
products under the conditions of high flexibility of mass production. The term was 
definitively adopted at the 2015 World Economic Forum (WEF) annual meeting held 
in January 2015 in Davos, Switzerland.
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4.0 are of low cost and have lean operating system. IoT technology 
also will trigger unprecedented changes in Industry 4.0. Therefore, 

industry players must take prerequisite actions before Industry 4.0 
goals are actualized.5–8 

Table 1 A comparison between Today’s factory and Industry 4.0 factory

Data 
Source Today's factory Industry 4.0

Attributes Technologies Attributes Technologies

Component sensor Precision Smart sensors and facult 
detection

Self-aware

Degradation monitoring &remaining useful life 
prediction Up time with predictive health monitoring

Self-predict

Machine Controller
Producibility & 
performance

Condition-based 
monitoring & 
diagnostics

Self-aware

Self-predict

Self-
compare

Production 
system

Networked 
system

Productivity & 
OEE

Lean operations work 
and waste reduction

Self-
configure

Worry-free productivity
Self-
maintain

Self-
organize

Figure 1 The four industrial revolutions.
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