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Introduction
Currently, the problem of information security, the danger factors 

and intensity many information security events, traffic classification 
and clustering used in modern multi-service telecommunication 
networks using machine learning methods, is very acute.1,2 To solve 
this problem in telecommunication systems, it is necessary to detect 
and resist network attacks, analyze and eliminate vulnerabilities, fill 
the knowledge base on cyber threats, conduct cyber intelligence, 
etc. However, the huge volume data transmitted over high-speed 
communication channels and numerous tasks do not allow for real-
time analysis.3–5

Mathematical methods in multiservice telecommunication 
networks are rarely created to solve specific engineering problems - 
they are quite universal. But, nevertheless, the same approach cannot 
be applied to different types of forecasting. It is clear that forecasting 
the load in the communication system and finding the upselling 
pattern cannot be done in the same way. Therefore, a rather important 
and interesting task is to select forecasting algorithms for different 
needs of communication operators.6,7 Some of the trends that arise 
with the existing complexity of the multiservice network and the use 
of Big Data are trends in Artificial Intelligence, machine learning, 
neural networks. At this stage of the study, it was decided to consider 
the possibilities of machine learning in network security.

It is worth noting that such problems can be solved using ML 
and artificial intelligence technologies, which are well suited for 
studying network traffic in telecommunication systems, helping to 
identify “normal” traffic - including user actions - and separate it from 
suspicious and potentially dangerous traffic.8–10 Recently, ML has 
been considered one of the key tools for ensuring network security 
and cybersecurity in telecommunication systems.2,11 

The most promising and relevant technology in the multiservice 
telecommunication network at present is automated ML, which is a set 
of instrumental and methodological means that allow to significantly 

reduce the share  human participation in the creation artificial 
intelligence systems, including by means of automatic validation 
modeling results.12–14 Considering the above, this paper examines the 
research tasks and analysis of machine learning methods in network 
security in the telecommunication system

General statement of the problem and solution 
methods

Machine learning is a method of analyzing data in a 
telecommunications system that allows the analytical system to learn 
by solving many similar problems, extract information from the source 
data, identify patterns, and make decisions with minimal human 
involvement.1 It is the minimal human involvement and the ability 
to effectively process and transmit data that makes machine learning 
methods so relevant given the exponential growth of data volumes 
in our time. The conducted research shows that in communication 
systems and computer networks, machine learning is based on three 
key elements:2,7–9

1. Collecting an experimental data set. This can be Internet traffic, 
network flows, logs, email messages, user activity, and much more. 
The larger and more diverse the training data, the more accurate the 
prediction result will be. The effectiveness of ML depends on the 
quality of the data set.

2. Selection of attributes - features characterizing the data being 
processed in communication systems. Depending on the task being 
solved, there may be hundreds of attributes. This may be metadata 
associated with the file being analyzed: name, creation date, size, 
presence of network connections, registry access

3. Selection of existing or development of new algorithms and 
models ML in communication systems. 

The correct choice of an algorithm or model that searches for 
specific features of the searched dataset is a compromise between the 
speed of the algorithm and its complexity.
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Abstract

The effectiveness of the use of machine learning in network safety in the telecommunication 
system is analyzed. This is due to the fact that the use of machine learning technology 
(ML, Machine Learning) in the field of telecommunication systems, information security, 
or cybersecurity is extremely in demand for experts. Given a complete and labeled 
training dataset, it makes sense to build a cluster using Machine Learning and Data 
Mining technologies, which have proven to be the most effective in network security for 
implementing systems and tools for detecting various attacks using machine learning 
methods. In particular, machine learning tools are used to identify threats of network safety 
in telecommunication systems, respectively, threats with confidential data that are stored, 
processed, transmitted and accepted in these networks. In this work, the tasks of studying 
machine learning methods in network safety in the telecommunication system and analysis 
of the metric assessment of the quality of algorithms clustering algorithms are considered. 
The aim of the study is to increase the quality indicators of machine learning models 
in solving problems of clustering the state of telecommunication systems. Analytical 
expressions are given to assess the quality of trained models that use various metrics to 
evaluate the advantages and disadvantages of clustering methods.
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 To formalize the problem, a new approach is proposed that 
will most accurately reflect the telecommunication processes in 
communication systems occurring in the studied link of multiservice 
networks when assessing the effectiveness of the metric, and will 
allow obtaining analytical expressions for cluster analysis of data.

Metrics for assessing the quality of clustering 
algorithms in a communication system

To solve the stated problem and evaluate the quality of trained 
models, we will consider various metrics.2,3,6,8,10–14

1. Complete – Recall reflects what share of objects found by a 
cluster belongs to a particular class relative to all objects of this class 
in a test sample. The value can be calculated by the formula:
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2. Precision - reflects the proportion objects that actually belong 
to a long class, relative to the total number of objects that the system 
assigned to this class. The value can be calculated using the formula:
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3. Cleanliness- reflects the degree in which clusters contain one 
class. The value can be calculated by the formula:
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where M-set of clusters; D-set of classes.

4. Rand Index - reflects the percentage of the correct decisions 
made by the algorithm. 

Takes values from 0 to 1, where 0 means 6t, that the result of 
the distribution of data on clusters does not fully coincide with the 
classes, and 1-what contents of the clusters completely coincide with 
the classes. 

The value can be calculated by the formula:
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where TR is the number of true positive results when assessing the 
quality of clustering algorithms;

TN is the number of true negative results;

FP piece of false positive results; 

FN  is the number of false negative results.

5. F-measure- calculated on the basis of Precision and Recall and 
is used to balance the deposit of falsely negative distributions. The 
value can be calculated by the formula:
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where −B  the importance of the impact of completeness on 
F-measure.

6. Jaccard Index - is a numerical assessment of similarity between 
two data sets. 

Takes values from 0 to 1, where 0 means that there are no general 
elements, and 1-what sets are identical. 

The value can be calculated by the formula:
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7. Index DiceDice index is a numerical assessment of the 
similarity between two data sets, such as Jaccard Index, a measure 
with doubleting the number of trials. The value can be calculated by 
the formula:
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8. The Fowlkes-Mallows-reflects the similarity between the 
returned clusters and the standard - classes. 

The value can be calculated by the formula:
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Thus, the proposed formulas (1), ... (8) based on a new approach 
allow you to evaluate the effectiveness of the metric of assessing the 
quality of clustering algorithms in telecommunication systems.2,3,8,11

Results analysis numerical calculations and 
experimental research

To evaluate the efficiency of clustering algorithms, traffic 
measurements were conducted in the data center of the AzerTelecom 
operator using the Ubuntu 16.04- tcpdump program on the edge 
router of the communication network. The main volume of traffic 
was collected during the daytime. TCP (Transport Control Protocol) 
and UDP (Uzer Datagram Protocol) were used as transport layer 
protocols.2,5,14

First, we consider clustering and partial learning tasks as 
experimental studies to assess the quality of trained models, which 
are the following: clustering tasks, partial learning task, and clustering 
quality criteria. Next, we consider clustering algorithms, which are: 
K-means method, DBSCAN algorithm, and hierarchical methods. 
However, this paper examines the metrics for assessing the quality 
of clustering algorithms KNN (K-nearest Neighbors Method) and 
SVM (Support Vector Vachine) for different ratios of training and test 
samples in network security.5,12,13,15

To conduct the study and analyze the effectiveness of the proposed 
calculation method, it was carried out in the Matlab, R 2019b (9.7; 
64 bit) environment using the Communications Toolbox package, 
designed to calculate and model metrics for assessing the quality of 
clustering algorithms.2,5 Figure 1 shows the training time of the KNN 
and SVM algorithms for each of the training and test sample ratios.2,5,13

Analysis from Figure 1 shows that the KNN algorithm is fast to 
learn, but its testing requires significant time, while the SVM algorithm, 
on the contrary, is slow to learn, but is tested fairly quickly.13 Based 
on numerical calculations, Figure 2 shows a graph showing averaged 
metrics for assessing the quality of clustering using the KNN and 
SVM algorithms for the best ratios in terms of accuracy.5,13
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Figure 1 Training time of KNN and SVM algorithms.

Figure 2 Graph of averaged metrics for assessing the quality of clustering 
using KNN and SVM algorithms for the best ratios in terms of accuracy.

Analysis of the graphical dependence (Figure 2) shows that the 
KNN algorithm has greater accuracy in comparison with the SVM 
algorithm.

Conclusions
As a result of the study of machine learning in network safety in 

the telecommunication system, they showed that the task of the next 
stage of research is to verify the possibility of applying the designated 
methods for previously listed tasks and the choice of the most 
effective algorithm for each case to evaluate the qualities of clustering 
algorithms.

It was found that in the presence of a complete and labeled training 
data set, it is advisable to build a cluster using Machine Learning and 
Data Mining technologies, which have proven to be the most effective 
in network security for the implementation of systems and tools 
for detecting various attacks using machine learning methods. The 
creation of an “ideal” cluster is impossible until the problems inherent 
in this area are solved.
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