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Introduction
Thousands of victims of medical errors exist in the clinical realm.1,2 

Most of these types of errors have occurred in the past, meaning the 
same modality is occurring again and again, harming our beloved 
patients and certainly discouraging healthcare professionals. Yet the 
flipside of the coin is that we can prevent the repeatedly occurring 
errors only if we have information on the mechanism—namely, how 
the errors occur. To address this issue, many error reporting systems 
have been developed and are currently in operation.1,2 Each of these 
systems has various fields of interest; some collect reports from all 
medical errors whereas others focus on a specific part of medical care, 
such as surgical events or intensive care units. 

The modus operandi varies extensively between completely 
mandatory and completely voluntary as the extremes of the 
continuum. Simply put, mandatory systems are mainly designed for 
severe events like patient deaths or hospital-acquired infection; quite 

often, such information is tied to reimbursement systems. On the 
other hand, voluntary medical error reporting systems do not mandate 
healthcare professionals to report errors they have detected. This 
voluntary nature is frequently linked to the need for anonymity among 
healthcare organizations and individual practitioners reporting their 
errors, so that they are free from the fear of reprimand. However, the 
price of such protection of reporters cannot be ignored; one outcome is 
under-reporting, which has not yet been clearly resolved, as depicted 
in Figure 1. When not every detected error is reported, we do not have 
clear information for the detecting-to-reporting ratio, which must 
vary across organizations or even among individual practitioners. 
This results in any comparison of the results across departments or 
organizations being unstable and, quite honestly, impossible. This 
reporting behavior, known to be related to organizational culture, 
has been measured in safety culture survey questionnaires,3-6 yet 
such culture data have not been successfully utilized to adjust for the 
difference between detection and reporting.
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Abstract

Medical error reporting systems have been in place for decades, with the hope that the 
collected reports would help us understand the nature of errors and prevent similar 
errors from occurring in the future. Among the various types of reporting systems, 
a voluntary system leaves the decision about whether to report a detected error or 
not to healthcare providers. Naturally, not every detected error has been reported, 
and we call such a phenomenon under-reporting. The level of under-reporting varies 
across reporters and organizations, which has prohibited us from analyzing the data 
and utilizing the results with satisfactory validity. The current study tried to show how 
to overcome this issue, using the effectiveness of a computerized prescriber order 
entry (CPOE) system as an example. Since CPOE is designed to catch the prescribing 
error, we first calculated the ratio between the odds of prescribing error reaching the 
patient and that of administering errors seemingly unrelated to the prescribing phase. 
We then compared this ratio between hospitals with CPOE and without CPOE. With 
this methodology, combined with adding a random intercept to control for hospital-
level clustering of medication errors, we could effectively handle the varying degrees 
of reporting levels across hospitals, achieving a solid comparison of the effectiveness 
of CPOE between hospitals with and without CPOE. The final results showed that 
the odds of an error being caught before reaching the patient was 4.63 times higher 
in the prescribing phase of the medication use process among hospitals using CPOE 
than among hospitals without CPOE. We believe the methodology used in this study 
can be applied to many other topics in patient safety studies using data from voluntary 
medical error reports. 
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Figure 1 Relationship between detected errors and reported errors.

To crack this nemesis of under-reporting, we chose one of the 
largest reporting system’s datasets, called MEDMARX. This national 
(US) voluntary reporting system collects specifically medication 
errors and has collected more than a million cases thus far.7 We chose 
to use MEDMARX not just because of statisticians’ need for huge and 
complex data, but also because—among the various types of medical 
errors tracked—medication errors account for a large proportion, 
which is easily understandable given that medication is the oldest and 

most frequently used venue of medical treatment.8,9 Indeed, 65% of 
the population in the US receive medication prescription each year,10 
and numerous adverse drug events have been identified in various 
medical settings. To illustrate, 50.1 events per 1000 person per year 
have been documented in outpatient care and 22 events have been 
documented in nursing facilities.11,12 In addition to the high volume 
of errors, the errors also caused a wide range of patient harms, from 
a simple wrongfully delivered medication in both inpatient and 
outpatient settings that may not cause severe harm to fatal drug–drug 
interactions.13,14

In this article, we propose a novel way to address the issue of under-
reporting originating from the voluntary nature of such error reporting 
systems. Indeed, we pushed the envelope to the level that voluntary 
reporting data can be used to evaluate the effectiveness of a counter-
error system in healthcare organizations. The system we focused on 
was computerized prescriber order entry (CPOE). We hope this article 
can give readers some hints for getting the most out of the sacred 
error reports data that countless medical practitioners spend their time 
reporting in the hopes of improving the safety of the whole healthcare 
system. In fact, we are obliged to pursue such an effort. 

Before diving into the analysis, we first introduce the typical 
medication process, which serves as a framework of the analysis. 
Instead of describing it thoroughly, we rely on the Institute of 
Medicine’s (IOM) medication use process and the US Pharmacopeia’s 
definition for each step.

Figure 2 Medication use process, modified from “preventing medical errors”15
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Table 1 Definition of each medication use step (phase)16

Prescribing:  a phase in the medication use process that involves the action of a legitimate prescriber to issue a medication order.  The 
phase precedes the documenting phase.

 
Transcribing/Documenting:  a phase in the medication use process that involves anything related to the act of transcribing an order 
(by someone other than the prescriber) for order processing (e.g., electronically or manually in the patient’s record).

 
Dispensing:  a phase in the medication use process that begins with a pharmacist’s assessment of a medication order and continues 
to the point of releasing the product for use by another healthcare professional.  Dispensing activities include order review, entry/
processing, preparing, and dispensing.

 
Administering:  a phase in the medication use process where the drug product and patient interface.  It follows the documenting and/
or dispensing phases and precedes the monitoring phase.  Administering activities may begin in the patient care unit, care delivery area, 
or patient bedside and continue through actual drug administration to the patient.  Includes giving the right medication to the right 
patient at the right time and informing the patient about the medication.

 
Monitoring:  a phase in the medication use process that involves evaluating the patient’s physical, emotional, or psychological response 
to the medication and recording such findings.

The CPOE system is designed to reduce prescribing-related 
adverse events; therefore, by definition, the downstream of medication 
use process, such as administering, may not be affected by whether an 
organization has CPOE or not. 

Now that the groundwork is done, we will show how we handled 
the under-reporting issue in the process of analyzing the effectiveness 
of CPOE as an example.

Methods
Conceptual background

The premise of a prescribing error causing harm to a patient is that 
the error must reach the patient. CPOE is supposed to catch errors 
specifically in the prescribing phase; thus, if CPOE plays its part as 
expected, errors should be less likely to reach the patient. Yet CPOE 
is not supposed to influence errors in other phases of medication use 
process, such as administering. Therefore, we consider administering 
error reports as an anchor to adjust each hospital’s reporting tendency 
or culture. This means that we may not be able to directly quantify 
how well CPOE catches prescribing errors before reaching the 
patient, but we can compare the ratio of prescribing error reaching 

the patients between hospitals with and without CPOE after adjusting 
for the same ratio of administering error as reference, albeit reporting 
culture varies across hospitals. Figure 3 help readers understand this 
approach. 

MEDMARX stores each error’s severity using the National 
Coordinating Council for Medication Error Reporting and Prevention’s 
(NCC MERP) category, where B is an error caught before it reaches 
the patients and C to I are the severity of harm that already reached 
the patients17 The odds ratio that an error will fall in category B, rather 
than C-I, comparing the prescribing phase to the administering phase 
is α γ divided by β

δ
,18 where the area of α, β, γ, and δ stand for the 

number of errors relative to each other. If there is a change in the 
detectability of errors (before reaching patients), and the change may 
potentially influence primarily the prescribing phase, then the ratio 
shown above will reflect this change. CPOE’s main effect is expected 
to take place in the prescribing phase; therefore, we can test whether 
catching errors before reaching patients in the prescribing phase is 
changed by comparing the odds ratios between the two situations of 
having and not having CPOE in use, as shown in Figure 3. Basically, it 
is difference in odds ratios, which we usually call the interaction term 
in regression formulae. 

Figure 3 Conceptual diagram of errors in each phase with and without CPOE. 
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In addition to the above approach, we applied random effects to 
take into account any hospital-specific information that might not 
have been captured in an ordinary fixed effects mode, which further 
strengthened our endeavor to handle the varied reporting culture 
across hospitals.

 Data collection

We used medication error data collected through the MEDMARX 
system across hundreds of American hospitals between 2003 (the 
first year MEDMARX recorded CPOE use status of each hospital) 
and 2007. Any healthcare professionals who found an error passed 
the information along to the coordinator in each hospital, and the 
information was then uploaded to and saved in the MEDMARX 
system. The results section of this paper details the characteristics of 
participating hospitals. As MEDMARX is an anonymous system, the 
information in the results section is the most definitive possible.

 Model development

We began with the simplest model that contains only one covariate 
denoting whether a hospital has CPOE in use or not (0: no CPOE is in 
use, 1: CPOE is in use): 

i
x , where i refers to an individual error. The 

expectation of a binary response is the probability that the response,

iy , is 1, which means the error was caught before reaching the patient 
as category B, as previously described.19
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For logistic regression, the logit function was applied.
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the expected number of category B errors for each category C-I error. 

Therefore, for the CPOE indicator
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Therefore, the exponentiated value of the CPOE coefficient 1β
means the odds ratio.19

We developed a more sophisticated model by adding various 
covariates to prevent endogeneity issues as much as possible. First, the 
prescribing phase was added to designate whether an error came from 
the prescribing phase or the other phases. Because we are looking 

for CPOE’s impact on the odds of the prescribing error being caught 
before reaching the patient, we included an interaction term for CPOE 
and prescribing phase. The method for addressing clustering effects 
within organizations is to apply a random effects model including a 
hospital specific intercept 11k

ζ . The expected log odds in year j for 

hospital k are described below:

( )
31 0 1 1 2 2 1 2

logit{Pr | , ,1 11 11jk ijk jk ijk ijk ijk ijk ijk
xy x z x x x zi i k kγζ β β β β ζ= + + + + += ′ ′

To clarify, 
1
β means the log odds ratio that an error did not reach the 

patient, comparing hospitals with CPOE to hospitals without CPOE 
for errors in the administering phase (where 2

0
ijk

x = ), and 1ijkx

indicates whether hospital k has CPOE in use in year j. 2ijkx  indicates 
whether error i originated from the prescribing phase. 

2
β is the log 

odds ratio of an error not reaching the patient, comparing errors in the 
prescribing phase to errors in the administering phase for hospitals 
without CPOE ( 1 0ijkx = ). 

3
β is the interaction term that stands for 

the log odds ratio of an error not reaching the patient, comparing 
errors in the prescribing phase to errors in the administering phase for 
hospitals with CPOE and the same log odds ratio for hospitals without 
CPOE. The vector '

jk
z i represents all potential adjustment variables, 

such as hospital characteristics for year j, for hospital k, which will be 
controlled for in the model.20 

Results
Characteristics of MEDMARX participating hospitals 
and collected error reports

Table 2 describes organization-level characteristics that were 
plugged into the previously discussed formula as covariates except 
for “methods available for error detection.” Note that not every 
hospital participated in MEDMARX for all five years (i.e., from 
2003 to 2007), although the proportion of hospitals utilizing CPOE 
grew from 38.1% in 2003 to 50.8% in 2007. Unlike CPOE use, the 
proportion of healthcare facility with computer-generated medication 
administration records (MARs) did not vary significantly.
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Table 2 Characteristics of participating hospitals

2003 2004 2005 2006 2007

Category n % n % n % n % n %

CPOE

For all clinical areas 37 38.10% 41 42.30% 42 46.70% 35 44.90% 33 50.80%

Not in use 60 61.90% 56 57.70% 48 53.30% 43 55.10% 32 49.20%

Total 97 100.00% 97 100.00% 90 100.00% 78 100.00% 65 100.00%

Computer-generated MAR's

Only through batch processing 8 8.20% 8 8.20% 10 11.10% 7 9.00% 6 9.20%

On demand 10 10.30% 9 9.30% 8 8.90% 7 9.00% 7 10.80%

both batch and on demand 31 32.00% 31 32.00% 27 30.00% 26 33.30% 25 38.50%

No MAR's 48 49.50% 49 50.50% 45 50.00% 38 48.70% 27 41.50%

Total 97 100.00% 97 100.00% 90 100.00% 78 100.00% 65 100.00%

Owner/Operator

Government;federal;military 29 29.90% 33 34.00% 33 36.70% 30 38.50% 27 41.50%

Government;federal;VA 9 9.30% 9 9.30% 6 6.70% 4 5.10% 5 7.70%

Government;federal;other 23 23.70% 22 22.70% 24 26.70% 21 26.90% 13 20.00%

Government nonfederal 36 37.10% 33 34.00% 27 30.00% 23 29.50% 20 30.80%

Total 97 100.00% 97 100.00% 90 100.00% 78 100.00% 65 100.00%

Pharmacist availability

Onsite 24/7 23 23.70% 23 23.70% 23 25.60% 22 28.20% 21 32.30%

On call when pharmacy closed 70 72.20% 73 75.30% 65 72.20% 55 70.50% 42 64.60%

Not available when pharmacy closed 4 4.10% 1 1.00% 2 2.20% 1 1.30% 2 3.10%

Total 97 100.00% 97 100.00% 90 100.00% 78 100.00% 65 100.00%

Average medication doses (month) =< 9,999 43 44.30% 40 41.20% 37 41.10% 32 41.00% 23 35.40%

10,000-19,999 15 15.50% 15 15.50% 14 15.60% 10 12.80% 8 12.30%

20,000-39,999 12 12.40% 13 13.40% 9 10.00% 9 11.50% 8 12.30%

40,000-99,999 13 13.40% 15 15.50% 14 15.60% 13 16.70% 13 20.00%

>= 100,000 14 14.40% 14 14.40% 16 17.80% 14 17.90% 13 20.00%

Total 97 100.00% 97 100.00% 90 100.00% 78 100.00% 65 100.00%

Methods available for error detection*

Staff initiated written reports 93 95.90% 92 94.80% 86 95.60% 73 93.60% 60 92.30%

Staff initiated electronic communication 23 23.70% 27 27.80% 25 27.80% 25 32.10% 24 36.90%

Automatic information system detection 19 19.60% 18 18.60% 18 20.00% 15 19.20% 13 20.00%

Random observation based reviews 29 29.90% 28 28.90% 25 27.80% 23 29.50% 16 24.60%

Download from hospital IT/MR** dept. 7 7.20% 9 9.30% 7 7.80% 7 9.00% 5 7. 7 0/0

Telephone hot line 10 10.30% 14 14.40% 11 12.20% 12 15.40% 11 16.90%

Patient or patient's family initiated 36 37.10% 41 42.30% 39 43.30% 35 44.90% 31 47.70%

Other 11 11.30% 12 12.40% 10 11.10% 8 10.30% 8 12.30%

*Afacility can pick multiple items

** Information system / medical records department
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Table 3 describes the number of reported errors from the major 
phase of the medication use process. Interestingly, hospitals with 
CPOE showed that almost half of the errors were reported from the 

prescribing node (49.5%), which is in sharp contrast to hospitals 
without CPOE, where only 12.0% of reports were designated as 
prescribing errors. This phenomenon is discussed in a later section.

Table 3 Number of error reports in each node

CPOE use
Node

Prescribing Transcribing Administering Total

For all clinical areas

n 9,227 2,836 6,569 18,632

row % 50.00% 15.00% 35.00% 100.00%

column % 71.00% 25.00% 26.00% 37.00%

Not in use

 n 3,734 8,626 18,814 31,174

row % 12.00% 28.00% 60.00% 100.00%

column % 29.00% 75.00% 74.00% 63.00%

Total 12,961 11,462 25,383 49,806

n

row % 26.00% 23.00% 51.00% 100.00%

column % 100.00% 100.00% 100.00% 100.00%

Effectiveness of CPOE

This section describes the impact of CPOE on prescribing whether 
a prescribing error reached a patient. To better understand the analysis 
results, we describe the results in a bar graph format in Figure 4. First, 
since the odds that an administering error was caught before it reached 
the patient were the reference, we set the odds of administering errors 
from hospitals without CPOE at one as reference (right most light grey 
bar) and depict the odds ratios between other situations (combinations 
of prescribing/administering and hospitals with/without CPOE) and 
the reference.

The odds that an error generated in the prescribing phase is caught 
before reaching a patient were 19.49 times (95% CI: 17.52–21.69) 
that of administering errors in hospitals without CPOE. This result 
was consistent with our intuitive expectation that errors generated in 
the upstream of the medication process have a greater chance of being 
caught before they reach the patients than downstream errors, like 
administering errors, thereby strengthening our approach in this study.

To examine the impact of CPOE on errors from these nodes, we 
then added the odds ratios from prescribing and administering errors 
reported from hospitals with CPOE, as indicated by the dark grey bars 
in Figure 4. 

First and foremost, for administering errors, the odds ratio for 
hospitals with CPOE was 1.02 (95% CI: 0.68–1.52), meaning there 
was no statistically significant difference in the odds that an error was 
caught before it reached a patient between hospitals with CPOE and 
hospitals without CPOE. This finding suggests that CPOE did not 
have any influence on administering errors.

On the other hand, for prescribing errors, the odds ratio between 
hospitals with CPOE and hospitals without CPOE was 4.63 (95% 
CI: 3.09–6.95). The significantly high odds ratio observed for 
prescribing errors, combined with the non-significant odds ratio for 
administering errors, suggests that CPOE was effective in catching 

medication errors before the errors reached the patients. In addition, 
the effectiveness was confined to the errors generated in an earlier 
phase of the medication use process—namely, prescribing.

Figure 4 The effectiveness of CPOE in each node on catching errors before 
reaching the patient. 
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Discussion
Medical error reporting systems have been developed to learn 

from defects: By analyzing multiple medical error cases, we can find 
patterns and even identify the mechanism describing how an error 
occurs. Ultimately, utilizing such information, we can redesign the 
healthcare process more effectively and efficiently.21-23 With the 
hope of improving safety, healthcare professionals have submitted 
millions of medical error reports. Yet how thoroughly those reports 
were analyzed and applied to real-world improvement is in question. 
Indeed, most analyses were fundamentally descriptive, and the 
mechanism for determining how systems have broken down were 
beyond the scope of previous studies. Consequently, many data still 
have to be analyzed. 

We sought to analyze these data ourselves and decided to devise 
a completely new way of using medical error reports beyond simply 
designating causes and contributing factors for errors or adverse 
events, the typical application of error report datasets. Such an 
ambitious goal led us to consider utilizing error reporting systems to 
evaluate the effectiveness of a counter-error measure—in our case, 
CPOE. Actually, the current study is not the first of its kind. Zhan et 
al. (2006) examined CPOE effectiveness with the very same dataset 
used in this study, MEDMARX.24 Yet most previous studies failed to 
overcome the under-reporting issue7,24-26 (for a better understanding, 
please recall Figure 1). The amount of under-reporting, which varies 
significantly across units or departments of a hospital and probably 
even more across hospitals, is related to various factors, such as 
whether error reports are discoverable and/or used as evidence in 
a court as well as senior managers’ attitude to transparency. Each 
organization or unit of analysis naturally holds a different level of 
propensity for reporting errors, which almost always undermines the 
validity of studies based on error reports. 

We adopted two safeguards to protect us from the threat of the 
under-reporting issue. First, the research question of this study was 
whether CPOE is effective in reducing medication-related adverse 
events; since CPOE is designed for the prescribing phase of the 
medication process, we need to compare prescribing error reports from 
hospitals with and without CPOE. At this point, instead of making a 
direct comparison, we first calculated the ratio of prescribing errors 
to administering errors; we then compared these ratios from hospitals 
with CPOE and without CPOE. We assumed that each hospital 
has a unique reporting propensity of detected errors; thus, using 
administering errors that might not be related to prescribing errors as 
an anchor for the comparison, we could neutralize the difference in 
reporting patterns across hospitals. 

The second safeguard against the under-reporting issue was to 
allow for random intercepts for each hospital in the model. Such 
random intercepts captured any hospital-specific characteristics that 
might not have been plugged into the analysis as exogenic variables. 
Actually, this is not a unique method of this study. Nobody can 
guarantee that any given model contains all the required variables, 
which leaves the risks omitted variable bias intact. Thus, we added a 
random component to the model so that any hospital characteristics 
not captured in the independent variable could be controlled for. 

Readers not in the field of safety may appreciate the following way 
of thinking. The premise of this study is that CPOE does not necessarily 

prevent errors; rather, it can catch human errors in an earlier stage of 
the medication use process. To illustrate, if a physician fails to fill out 
a field on the screen while prescribing a medication, CPOE issues a 
warning to notify the physician of the need to correct the error; it is 
counted as an error that did not reach a patient. Usually, this kind of 
event is not captured by mandatory reporting systems, whose purpose 
is generally confined to reporting harmful events. However, voluntary 
error reporting systems like MEDMARX encourage the reporting of 
near misses that did not cause any harm to a patient.1,2,7 The modality 
of collecting non-harmful errors in addition to harmful errors is 
supported by the causal continuum concept proposed by Myers et al. 
(2008): Regardless of the severity of the outcome, the mechanism of 
errors being generated is almost the same.27 

Now let us consider a notion that is popular in the safety realm: 
Heinrich’s law. “For every accident that causes a major injury, there 
are 29 accidents that cause minor injuries and 300 accidents that cause 
no injuries”.28,29 All in all, collecting near misses as well as harmful 
events exponentially expedite the building of a sizable dataset without 
undermining the validity of the data. The current study was also 
possible due to the voluntary nature of MEDMARX, allowing the 
comparison of non-harmful errors and harmful errors, related to the 
previously mentioned causal continuum and Heinrich’s law.

However, while developing statistical models, we were discouraged 
by the structure of the MEDMARX data—namely, there was no 
detailed information regarding exactly when CPOE was implemented 
in a hospital. To illustrate, if hospital A began using CPOE on July 
1, all errors from hospital A in the year were treated as errors from a 
hospital with CPOE, even though CPOE was not in use for the first 
half of the year. Furthermore, any learning curve for the CPOE system 
or burning-in period was not described in the MEDMARX data. Such 
subpar granulation of hospital-level information might have caused 
misclassification bias. However, this weakness can be interpreted as a 
strength. Misclassification bias usually leads the result of the analysis 
to be null,18 increasing type II error. Therefore, if there are statistically 
significant results—rejecting null hypothesis—despite the threat of 
misclassification, the given results can be even more supported. 

Conclusion
We know that fully understanding the methodology of this 

article requires not only a strong statistical background, but also 
knowledge about patient safety and error reporting systems. Indeed, 
such ideas are difficult, yet we also know that the difficulty can 
never justify abandoning such precious medical error datasets, which 
have been collected by countless healthcare professionals through 
their immeasurable time and efforts. Obviously, the methodology 
we introduced is not a panacea, and different topics would need a 
different or even brand new approach. Yes, we will keep developing 
new approaches. We cannot resist the temptation to save lives, and we 
know that you cannot either, can you?
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